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Abstract— This research presents the development of a web-based e-business application integrated with a data encryption feature
using the Data Encryption Standard (DES) algorithm to protect customer privacy. The system is designed for CV Jasa Karya RizKi to
manage customer and transaction data securely. DES encryption is implemented manually using PHP without relying on external
libraries. The encryption process is applied during data input to ensure that only ciphertext is stored in the database. When data needs
to be accessed, decryption is performed on-the-fly, allowing authorized users to view the original information securely. The application
consists of core modules for managing customer data, transactions, products, and reports. Encryption and decryption functions are
encapsulated within the system's main classes, enhancing maintainability and modularity. Testing results show that the DES
implementation functions correctly, providing a secure data management workflow without negatively impacting system performance.
This research demonstrates that classic encryption algorithms like DES can still be effectively applied in small-scale business
environments to enhance data security and customer trust.
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1. INTRODUCTION

The advancement of digital technology has brought about transformative changes in how businesses operate, interact with
customers, and manage their internal processes. In recent years, the integration of technology into almost every business
sector has become a necessity rather than an option [1]. One of the most significant advancements is the emergence of e-
business systems, which allow companies to conduct transactions, store and process customer data, and expand their
market reach without the limitations of physical boundaries [2][3]. The adoption of such systems has been driven by the
need for efficiency, accessibility, and competitive advantage in the fast-paced global market [4][5].

E-business platforms, particularly those that are web-based, offer a range of benefits including faster transaction
processing, 24/7 availability, and cost reduction in operational activities [6][7]. Businesses can connect with customers
in real time, automate repetitive tasks, and gain valuable insights from data analytics embedded in these systems.
However, the reliance on digital platforms also exposes businesses to new types of risks, especially related to the security
and privacy of stored information [8][9]. Customer data—such as names, addresses, contact numbers, and transaction
histories—can be a prime target for cybercriminals aiming to exploit or sell such information for illicit purposes.

Data breaches and cyberattacks have become increasingly common, and the consequences can be devastating for
businesses [10][11]. A single security incident can lead to financial losses, loss of customer trust, and even legal penalties
due to non-compliance with data protection regulations. In the digital economy, where trust plays a critical role in
customer relationships, protecting sensitive information is no longer optional—it is a fundamental requirement for long-
term business sustainability. This makes the integration of data protection mechanisms into e-business platforms not just
advisable, but imperative.

One of the most reliable and widely used approaches to securing digital information is data encryption. Encryption is the
process of converting readable or plain text into a coded or unreadable form, known as ciphertext, using a specific
algorithm and key. This ensures that only parties with the correct decryption key can revert the ciphertext back into its
original form. In the context of e-business, encryption is crucial for safeguarding sensitive data both during transmission
over networks and while stored in databases, effectively reducing the risk of unauthorized access [12].

Among various encryption methods, the Data Encryption Standard (DES) remains a recognized symmetric key algorithm
that, despite its age, still offers practical advantages for certain applications [13][14]. DES operates by transforming data
into ciphertext using a single shared key for both encryption and decryption. While it may not be suitable for high-security
environments requiring advanced cryptographic strength, it remains a viable option for small to medium-sized systems
that need a balance between performance and security[15].

This research implements DES encryption in a lightweight, web-based e-business system designed for CV Jasa Karya
Rizki. The system is developed to manage customer information and transaction records with security as a built-in feature
from the initial design stage. Every piece of sensitive data entered into the system is encrypted before storage, ensuring
that the database never holds plain text information. This means that even if the database is compromised, the exposed
data would remain unreadable without the correct decryption key.

A distinctive aspect of the system is its real-time decryption feature, which allows authorized users to access original
information seamlessly during business operations. When a user with the necessary privileges requests data, the system
decrypts it on-the-fly, displays the readable information, and then reverts to storing only the encrypted version in the
database. This approach ensures a secure data environment while preserving operational efficiency [16][17]. The ultimate
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goal of this research is to demonstrate that implementing DES encryption at the point of data entry, combined with secure
and efficient decryption for data retrieval, can provide a practical and cost-effective security solution for small business
environments. By balancing usability and protection, this system serves as a model for integrating security mechanisms
into e-business platforms, ensuring both operational effectiveness and the safeguarding of customer trust in the digital
age.

2. RESEARCH METHODOLOGY
2.1 Research Stages

This research was conducted through several stages to ensure a systematic and structured approach in developing and
evaluating the e-business system with integrated encryption features. The research began with problem identification,
which involved analyzing the needs of CV Jasa Karya Rizki regarding data security in their digital business operations.
Following this, a literature review was conducted to gather relevant theories and practices related to information security
and cryptographic methods.

Problem Identification

Literature Review

Design and
Development

Functional Testing

Evaluation and
Reporting

Fig 1. Research Stages

The next stage was the design and development of the web-based e-business application. The system was developed from
scratch using PHP for the backend and Bootstrap for the frontend. At this stage, a custom implementation of the DES
(Data Encryption Standard) algorithm was integrated to perform encryption and decryption without relying on external
libraries. The encryption mechanism was designed to automatically convert input data into ciphertext before saving it into
the database. Once the system was developed, functional testing was carried out to ensure that the encryption and
decryption processes worked as expected. Data input was tested to verify that encryption occurred before storage, and
that decryption could be successfully performed on-the-fly when accessing the data through the user interface. This
process also included checking data accuracy and system response during encryption-decryption operations. The final
stage of the research involved analyzing the system's performance in handling encrypted data, along with an evaluation
of the impact on usability and security. The results were then documented and discussed as part of this paper to highlight
the effectiveness of using DES as a data protection mechanism in web-based e-business systems.

2.2 Information System Security

Information system security refers to the practices and technologies used to protect digital data and systems from
unauthorized access, use, alteration, or destruction. In the context of web-based applications, especially those involving
customer information and transaction records, data security plays a crucial role in ensuring trust and compliance with
privacy regulations [18]. Several aspects of information system security must be considered, including confidentiality,
integrity, and availability[19]—commonly referred to as the CIA triad. Confidentiality ensures that data is accessible only
to authorized users. Integrity refers to the accuracy and completeness of data, while availability ensures that authorized
users can access data when needed[20].

Security threats in e-business systems can come from both internal and external sources. Internal threats may include
misuse of privileges by employees, while external threats involve hacking, phishing, and unauthorized access attempts.
Therefore, implementing technical controls such as encryption, secure authentication, and access control mechanisms is
essential to protect critical data within the system. Encryption is one of the most effective techniques for maintaining data
confidentiality. It allows sensitive information to be stored in a secure format that cannot be understood without the
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appropriate decryption key. In information systems, encryption is often used to protect user credentials, transaction
records, and personal data stored in databases.

2.3 DES (Data Encryption Standard)
In this study, DES was implemented manually using PHP, without relying on pre-built cryptographic libraries. This
approach not only enhances understanding of the internal workings of the algorithm but also allows for full control over
the encryption and decryption process. The implementation encrypts customer and transaction data during the input phase
and decrypts it temporarily during viewing operations. The choice of DES was based on its simplicity, deterministic
behavior, and suitability for small to medium-scale systems. While it may not offer the same level of security as modern
algorithms for high-risk applications, it serves effectively in educational systems and controlled environments where
system complexity and computational overhead must be minimized. The Data Encryption Standard (DES) is a symmetric
block cipher algorithm that encrypts 64-bit blocks of plaintext using a 56-bit key [21]. DES follows the Feistel network
structure and performs 16 rounds of encryption, each involving substitution and permutation operations. The algorithm
consists of several core stages, as described below:
Initial Permutation (1P)
The plaintext block of 64 bits is subjected to an initial permutation (IP), which rearranges the bits according to a fixed
table. This step does not add security but standardizes the input.

M — IP(M) = LO|| RO 1)
Key Generation (Key Schedule)
A 56-bit key (excluding 8 parity bits from the original 64-bit input) is used to generate 16 round keys (K1 to K16), each
of 48 bits.

Ki = PC —2(LeftShift(Ci— 1) || LeftShift(Di — 1)) 2)
Round Function (f function)
Each of the 16 rounds applies the Feistel function.

Li=Ri—1 (3)

Ri =Li—1@ f(Ri—1,Ki) (4)
Final Permutation
After 16 rounds, the final output is the concatenation of R16 and L16 (note the swap). The inverse initial
permutation (IP™!) is applied to obtain the ciphertext.

Ciphertext = IP"*(R16 || L16) (5)

3. RESULT AND DISCUSSION
3.1 System Design

The system design phase serves as the foundation for the development of the web-based e-business application that
incorporates DES encryption to protect customer and transaction data. This phase translates the functional requirements
into structured models that guide the development process. Two essential models presented in this section are the Use
Case Diagram and the Class Diagram, which illustrate the interaction between users and the system, as well as the internal
structure of the system components. These diagrams are used not only to visualize the application's functionality but also
to ensure a clear understanding of how data flows through the system, where encryption and decryption processes are
applied, and how various components interact with each other.
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Fig 2. Use Case Diagram
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The Use Case Diagram illustrates the interactions between users and the functionalities provided by the customer data
protection system. The system is accessed by three types of users: Administrator, Operator, and Manager. Each actor is
associated with different roles and access permissions based on their responsibilities within the system.

1. Administrator has full access rights to the system. They can manage product data (Data Barang), customer data
(Data Pelanggan), user settings (Data Users), and system configurations (Pengaturan). Additionally, the
administrator can perform encryption and decryption operations as part of data management processes.

2. Operator interacts with the system primarily for processing Transactions, viewing and inputting Customer Data,
and working with the Encryption/Decryption features handled by the integrated DES algorithm. The operator
can also access Product Data and view reports as needed.

3. Manager mainly interacts with the Reporting module (Laporan), which aggregates data from transactions and
customer records. Although the manager has no direct role in editing data, access to reports may require the
system to perform on-the-fly decryption to present readable information.

The encryption and decryption process—represented by the DES Enkripsi/Dekripsi use case—is a core feature and is
included in several primary use cases such as transaction processing, customer data handling, and report generation. This
ensures that sensitive information is always encrypted before being stored in the system and decrypted only when
necessary by authorized users.

Pelanggan
+ idPelanggan: int
+ nama: varchar(50) ! Laporan
+ telepon: varchar(50) +idLaporan: int
+ email: varchar(50) Transaksi +tanggal_awal: date
+ alamat: varchar(255) + idTransaksi: int ! + tanggal_akhir: date
+ tambahPelanggan() P + idPelanggan: int - -+ total: double
+ ubahPelanggan() +tanggal: datetime ) + generateLaporan()
+ hapusPelanggan) * lolal. double + filterLaporan()
+ enkripsiPelanggan() 1<> + tambahTransaksi()
+ dekripsiPelanggan() + ubahTransaksi()
+ hapusTransaksi()
Detail Transaksi + enkripsiTransaksi()
+ idDetailTransaksi: int + dekripsiTransaksi()
+ idTransaksi: int m + cetakStruk()
+ idBarang: int <
+ jumlah: double e Barang
+ subtotal double + idBarang: int
+ tambahDetailTransaksi{) + kodeBiarang-varchar(0)
+ namaBarang varchar(255)
+ ubahDetailTransaksi() 1]
+ hargaBarang: double
+ hapusDetailTransaksi()
+ enkripsiDetailTransaksi() + tambahBarang()
+ dekripsiDetailTransaksi() + ubahBarang()
+ hapusBarang()
+ enkripsiBarang()
+ dekripsiBarang()

Fig 3. Class Diagram

The Class Diagram provides a structural overview of the system’s core components, illustrating how classes are
defined and how they interact to manage encrypted customer and transaction data. The system is composed of six primary
classes: Pelanggan, Transaksi, DetailTransaksi, Barang, Laporan, and the encryption logic embedded within relevant
classes. Each class includes specific attributes and methods tailored to its responsibilities.

1. The Pelanggan (Customer) class holds the personal data of customers, including name, phone number, email,
and address. These attributes are subject to encryption during data insertion.

2. The Transaksi (Transaction) class manages customer transactions and is linked with the Pelanggan class through
a many-to-one relationship, indicating that each customer can have multiple transactions.

3. The DetailTransaksi (Transaction Detail) class supports the recording of individual transaction items. Each detail
entry connects to a transaction and a product, forming a one-to-many relationship with both the Transaksi and
Barang classes.

4. The Barang (Product) class stores product-related data, such as product code, name, and price.
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5. The Laporan (Report) class aggregates transaction data for analytical and managerial purposes.

Each of these classes integrates encryption (enkripsi...()) and decryption (dekripsi...()) methods specifically developed
using the DES algorithm. The encryption functions are invoked automatically before data is stored in the database, while
the decryption functions are triggered on demand when the data needs to be displayed in human-readable form within the
user interface.

3.2 System Implementation

The implementation phase focuses on integrating the Data Encryption Standard (DES) algorithm into the core
functionality of the e-business system to ensure that customer and transaction data are securely managed. This
implementation was developed manually using PHP, without reliance on external cryptographic libraries, providing full
control over the encryption and decryption processes.

To demonstrate how data protection is achieved in the system, a simulation of the encryption and decryption process for
customer data is presented below. This simulation illustrates how plaintext data entered by users is converted into
ciphertext before storage, and how the ciphertext is later decrypted into its original form when needed. During the
customer data input phase, the system automatically triggers the DES encryption function upon form submission. The
encryption routine is applied to each field deemed sensitive, such as name, phone number, email, and address. The
encrypted result is then stored in the database instead of the original input.

Objects T thl_pelanggan @transaksides (Localhost...

Tambah Pelanggan E} Begin Transaction | () Text ~ 57 Filter |= Sort BH Columns | [ Import (% Export Ry Data Generation Ui Create Chart

id_pelanggan  mama no_telp email alamat
Nama: » N RFn1RLO2Z:OfhhOMiX/y  uaHhrCUpTZ40XVZi90al NcDUVDWjx+nileCS+dyN  VSLASROIMETAWa2uZYzzYt
3 UQGE1Txlke25yEqynpoSA:  syShiOspcDCIHO/D/IKNH VIVIgBuFQmLpOnnswTws JqWin/70sad=

UD Terang
4 pYRGOKKDtcuurkQAIM7n+ uzHRrCUpTZ40XnVZ90aL oMjex08BiyCTjrtGereiyrNy( weg7rmQOZ5a5+6kgBERF:

No. Telp:

05126464646

(@) (b)
Fig 4. Customer Data Encryption. (a) Input Form, (b) Encrypted Data

In the data listing interface, encrypted data is presented in its ciphertext form by default. This ensures that unauthorized
viewers or system users without decryption privileges cannot interpret the stored information. Each row in the table
displays the encrypted values of the customer's personal details.

Data Pelanggan

|
|

10 | entries per page Search:

# Nama No. Telp Email Alamat Action
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EYRGOKKDtcuurkQAIM7n+A==  uabhrCURTZ40XnVZj90aUw==  oMjcd8BiyCTjriGireiyrNyC/qtQZd weg7rmQOZ5a5+6kgbERFcA== n =

Fig 5. View of Encrypted Customer Data

When an authorized user chooses to view detailed information about a specific customer, the system executes the DES
decryption function in real-time. This decrypted data is then rendered on the screen for that session only, without altering
the encrypted content stored in the database. This on-the-fly approach ensures both security and convenience.
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Data Pelanggan

Tambah Pelangzan
¥ | entries per page S¢ h:
# Nama No. Telp Email Alamat Action
1 Pakjoko 08126464646 joko@yahoo.co.id 11 Amplas ﬂ -
3 UDTerang 08126464646  terang copy@gmail. com JI. Katamso ﬂ

Fig 6. View of Decrypted Customer Data

3.3 Discussion

The implementation of the DES encryption algorithm in this e-business system successfully demonstrates the ability to
secure sensitive customer and transaction data during both input and retrieval processes. The system was designed to
encrypt data fields such as customer names, addresses, phone numbers, and emails before storing them in the database.
The decryption process was executed dynamically, ensuring that plaintext data could be viewed securely without
compromising the encrypted records stored in the system.

From the conducted testing and simulations, it was observed that each encryption operation produced consistent and
irreversible ciphertext, unless decrypted using the correct key. This confirms the proper functioning of the DES algorithm
within the system. Furthermore, the on-the-fly decryption mechanism allowed authorized users to access original data
without storing decrypted copies, thereby maintaining the confidentiality and integrity of information.

The encryption process did not introduce significant delays or degrade system performance. This is due to the lightweight
design of the DES algorithm, which is well-suited for small to medium-sized web applications like the one developed in
this study. The use of custom PHP-based DES logic also ensured seamless integration with the system’s existing modules,
without dependency on external libraries or frameworks.

In addition to the technical success, the integration of encryption as part of the data workflow promotes good security
practices. By encrypting data at the point of input, the system ensures that even if unauthorized access to the database
occurs, the exposed data remains unreadable. This approach aligns with best practices in information security and prepares
the system for compliance with emerging data protection regulations.

One of the strengths of the implemented system is its modular design. Encryption and decryption functions were
encapsulated within each relevant class, such as Pelanggan, Transaksi, and Barang. This makes the system highly
maintainable and allows future developers to extend encryption logic to additional modules or adopt alternative
algorithms like AES or RSA if needed.

However, while DES served its purpose effectively in this project, it is important to note that DES is no longer considered
secure for large-scale or high-risk applications due to its short key length. In a production environment handling sensitive
data on a national or global scale, stronger algorithms with longer key lengths and resistance to brute-force attacks should
be considered.

4. CONCLUSION

This study has successfully developed a web-based e-business application with an integrated customer data encryption
feature using the Data Encryption Standard (DES) algorithm. The system was designed to securely manage customer and
transaction information by encrypting sensitive data before it is stored in the database and decrypting it on demand during
authorized access. The encryption and decryption processes were implemented manually using PHP, allowing for a deeper
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understanding of DES logic and providing full control over its application. Simulation and system testing confirmed that
data encryption was applied correctly during the input phase and decryption was performed accurately during the data
viewing phase. As a result, the confidentiality and privacy of customer data were preserved without affecting system
performance or usability. This approach proved effective in demonstrating how classic cryptographic techniques like DES
can be integrated into a modern web application to enhance data protection, especially in small business environments
where lightweight solutions are preferred. The modular architecture of the system ensures maintainability and allows for
future upgrades, including the potential adoption of more secure encryption standards. Overall, the system fulfills its main
objective of providing a secure digital environment for CV Jasa Karya Rizki, minimizing the risks of data breaches and
unauthorized access while ensuring that business operations remain efficient and user-friendly.
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